A 3G network is a magnificently complex object embedded in a highly heterogeneous and ever-changing usage environment. It combines the functional complexity of the wireless cellular paradigm with the protocol dynamics of TCP=IP networks. Understanding such an environment is more urgent and at the same time more difficult than for legacy 2G networks. Continuous traffic monitoring by means of an advanced system, coupled with routine expert-driven traffic analysis, provides an in-depth understanding of the status and performances of the network as well as of the statistical behaviour of the user population. Such knowledge allows for a better engineering and operation practice of the whole network, and specifically the early detection of hidden risks and emerging troubles. Furthermore, the exploitation of certain TCP=IP dynamic behaviour, particularly the TCP control-loop, coupled with information extracted from the 3GPP layers, provides a cost-effective means to monitor the status of the whole network without requiring access to all network elements. In this article the main lessons are summarized learned from a two-year research activity on traffic monitoring and analysis on top of an operational 3G network.
Introduction
Public wide-area wireless networks are now migrating towards third-generation systems (3G), designed to support packet-switched data services. Europe has adopted the Universal Mobile Telecommunication System (UMTS) developed by 3GPP as an evolution of GSM, the worldwide widespread second-generation mobile technology (2G). A 3G network includes two main sections: a Core Network (CN) and one or more Radio Access Network(s) (RAN). The Core Network consists of two distinct domains: Circuit-Switched (CS) for voice telephony and Packet-Switched (PS) for packet data applications. Along with the UMTS RAN (UTRAN) based on W-CDMA, several operators maintain a parallel GPRS RAN evolved from the legacy GSM radio. This structure is sketched in Fig. 1 and explained in Sect. 2. Several UMTS networks became operational since 2003 while first deployments of GPRS date back to 2000. Since then the growing popularity of 3G terminals and services has extended the coverage of Internet access to the geographic area, and 3G networks are becoming key components of the global Internet in Europe. (Keshav, 2005) foresees that cell phones will become the dominant component of future Internet population, while Kleinrock expects this role to be played by ''small pervasive devices ubiquitously embedded in the physical world'' (quoted from (Kleinrock, 2005: 112) ). Both scenarios underlay that the main access mode in the future Internet will be wide-area wireless. Such access demand will be provided to a large extent by the currently deployed 3G networks and their future evolutions, alongside with other emerging technologies (e.g. WIMAX).
Today the 3G environment is still under evolution, at least along the following dimensions: originalarbeiten Elektrotechnik & Informationstechnik (2006) 123/7/8: 288-296. DOI 10.1007/s00502-006-0362-y Ricciato, F., Pilz, R., Romirer-Maierhofer, P., Hasenleithner, E., Vacirca, F., Forschungszentrum Telekommunikation Wien (ftw.), Donaucitystraße 1, 1220 Wien, Ö sterreich (E-mail: ricciato@ftw.at); Svoboda, P., Rupp, M., Technische Universitä t Wien, Institut fü r Nachrichtentechnik und Hochfrequenztechnik, Gußhausstraße 25-29, 1040 Wien, Ö sterreich; Motz, J., Sedlak, M., Jä ger, W., Krü ger, P., Kapsch CarrierCom, Am Europlatz 5, 1120 Wien, Ö sterreich; Fleischer, W., Karner, M., mobilkom austria AG & Co KG, Obere Donaustraße 29, 1020 Wien, Ö sterreich Furthermore, technological upgrades are still in the agenda of many operators: EDGE in the GPRS RAN, HSPDA in the UMTS RAN, IMS and new service architectures in the CN (Pospischil, Miladinovich, Kunczier, 2005; Bannister, Mather, Coope, 2004) . All these aspects collectively build a potential for changes in the global traffic that can occur at the macroscopic scale (network-wide) and in a relatively short time frame. Hence, the ability to accurately and extensively monitor the network state and the traffic in order to recognize drifts in global performance and usage patterns and=or early detect local troubles is a fundamental pillar of the network operation and optimization process.
The recent years have recorded a surge of studies and research activities based on the passive monitoring of Internet network traffic. On the technological side enabling factors are the availability of high-performance acquisition hardware (e.g. capture cards, wiretaps) and large-capacity storage system (e.g. RAID) at accessible cost. The first large-scale traffic monitoring project on a commercial IP network was run at Sprint (IPMON project, http:==ipmon.sprint.com). Since then more and more research groups became involved in traffic monitoring activities on top of IP networks. Several methodologies for the analysis of the collected data are being developed, importing concepts and tools from different areas (e.g. signal-processing, data-mining). Some of these techniques can find very concrete applications and provide powerful support for the operation and engineering of real networks, with recognizable benefit in terms of revenue protection and=or cost saving.
Since 2004 we have been involved in a research project aimed at exploiting traffic monitoring and analysis for the engineering of a GPRS=UMTS network. The METAWIN project (Measurements and Traffic Analysis in Wireless Networks), an applied-research project which runs in close collaboration between industry and academia 1 (METAWIN project, http:==userver.ftw.at=~ricciato=metawin.html).
The initial idea in METAWIN was to capture packet-level traces from the live network and use them to distil synthetic user models fitted to the observed data. During the project we recognized that the availability of high-quality traces (to be exactly defined later) yields a much higher potential for improving the engineering practice of the real network, far beyond the mere opportunity to fit abstract models to observed patterns. More generally, Traffic Monitoring and Analysis (TMA for short) can play a major role in several technical areas within the running of a real 3G network: operation and maintenance, troubleshooting, planning and optimization, design and engineering, security monitoring and fraud detection, etc. Its reach can be easily extended to less technical areas like for example marketing, service engineering, billing and tariff design.
In this contribution we present a few exemplary applications of TMA to the operation and engineering of 3G network. We present a sample set of findings and results from the exploration of real traces from the operational network. Collectively, all our findings show that advanced traffic monitoring, coupled with in-depth expert analysis, offer interesting and cost-effective opportunities to understand and substantially improve an operational 3G network.
The rest of the paper is organized as follows. In Sect. 2 we briefly introduce the structure of a typical 3G network. In Sect. 3 we relate TMA to the current network monitoring practice. In Sect. 4 we outline the key features of the TMA system developed and deployed 
